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Abstract

The biggest disadvantage of the utilization of computer networks is that they
are susceptible to network security breaches and attacks. One of these at-
tacks is the Denial of Service attack (DoS). The most common version of
this attack is the Distributed Denial of Device (DDoS) attack which floods
a network with traffic in an attempt to make the provided service unavail-
able. This poses as a huge risk for businesses and organizations that provide
services to users over a network, as service downtime leads to a loss in rev-
enue, however most organizations focus more towards drawing the attention
of customers and competing against competitors to provide the best services
to users rather than focusing on enforcing proactive preventative measures to
safeguard their networks from being vulnerable to these said attacks. There is
not one specific straightforward technique that exists to completely prevent
DDoS attacks from occurring but various defensive countermeasures exist
that attempt to mitigate the impact of these attacks when they occur. One
of these defensive techniques involves the mitigation of network attack traffic
floods by directing this harmful traffic to a honeypot. The goal of this paper
aimed to evaluate the impact of DDoS attacks on the South African Research
and Education Network (SANReN), as well as to test the effectiveness of the
above-mentioned defensive technique to measure the extent at which it can
safeguard a network, such as the SANReN, from experiencing the impact
of a DDoS attack. The results of the conducted experiment illustrated the
negative effect that launched DDoS attacks have on the performance metrics
of a targeted Local Area Network (LAN) that would form a part of a larger
Wide Area Network (WAN), such as the SANReN network. The results
further indicated that the inclusion of the honeypot defensive technique suc-
ceeded in mitigating the damage inflicted by the launched DDoS attacks on
the targeted network, supporting the need for the continuous development,
implementation and testing of defensive techniques to safeguard computer
networks from experiencing the negative effects inflicted by network security
attacks.
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1 Introduction

The internet is a global worldwide system of an interconnected network of
computers that provides a variety of information, resources and communi-
cation services using standard communication protocols.[1] The internet was
build to offer fast and easy global access to data and communications when-
ever and wherever required. Despite being coined as the largest and most
utilized computer network service worldwide, due to its lengthily existence
and wide openness [2], it is highly vulnerable to security attacks and greatly
invites this idea to attackers.

Computer networks are groups of interlinked computers that communicate
with one another to share their resources and data provided by network
nodes. A network node consists of any device capable of sending or receiving
data, such as a computer or printer. [3] The development and utilization
of computer networks helps to provide services that a wide range of users
can access over the internet. However, as highlighted earlier, these computer
networks are susceptible to network security breaches and attacks. The main
aim of a network security attack involves the ability to use various methods
to steal, alter or destroy data or information that impacts the availability,
reputation and service quality of a network. [4] The occurrence of such secu-
rity attacks affects both the organization providing the network service and
the users making use of the provided service.

One of the most practiced attacks is the Denial of Service (DoS) attack,
which attempts to make provided computer resources or services unavailable
to its intended users. This is accomplished by flooding the targeted system
with traffic, or sending information to the target system to trigger a crash.
[5] The most common variant of this attack is the Distributed Denial of
Service (DDoS) attack which orchestrates a synchronized DoS attack that
derives from multiple sources directed to a single target at the same time,
thus increasing the severity and impact of the launched attack. Despite the
development of techniques by modern security technologies to defend against
most forms of DoS attacks, these attacks still pose a large threat to the safety
of the networks in organizations due to the continuous eruption of unique and
evolving variants of such attacks. [5]

This research study is focused on investigating the impact of DDoS attacks
on a National Research and Education Network (NREN), which is a special-
ized internet service provider (ISP) that is dedicated to supporting the needs
of the research and education communities within a country. [6] The main



goal of an NREN is to act on behalf of the higher education community in
providing advanced information technology and communication services for
the national and global connection of the networks and resources of academic
institutions. [7]

The South African National Research Network (SANReN) is an NREN that
is dedicated to science, research, and education that forms a part of a com-
prehensive approach by the South African government for the development of
cyberinfrastructure, which is focused on ensuring the successful participation
of South African researchers in the global knowledge production spectrum.
[8] The denial of such a service provided by the SANReN network would
result in the organization not being able to close or improve the gap that it
was aimed at closing through providing the service. In this case for example,
an attack targeted at shutting down the services provided by the SANReN
network would force users to either deviate towards using the services of an-
other similar service provider [9] or revert back to the struggle of transporting
hard-drives amongst each other for the sharing of research, resources and in-
formation with one another [8], of which the whole purpose of the creation
of the SANReN network was built to avoid.

The success of these attacks results in a loss in revenue on the targeted
organization. Network security breaches do not just pose a monetary risk
to businesses and organizations, they also pose a huge risk to the safety of
the data and integrity of managed systems. [2] Network security attacks can
corrupt or destroy data and damage running systems, which in turn would
leads to increased costs in an attempt to recover data and restore systems
to their original state, therefore proactive countermeasures should be set in
place and followed, such as data backups and the implementation of defensive
techniques against network security attacks, to protect the targeted systems
and data of organizations or to decrease the additional costs, losses and im-
pact inflicted by these attacks. In order to evaluate the impact that DDoS
attacks have on a targeted network and determine the strength and effec-
tiveness of a defensive countermeasure against DDoS attacks, the defense
mechanism needs to be tested and evaluated against such an attack, which
is what this research study expected to achieve.

The remainder of the paper is structured as follows: Section 2 includes the
problem statement and solution to solve the research gap, Section 3 de-
scribes the methodology and experimental set-up followed in this research
study. Section 4 includes a background overview of the purpose, types and
classifications of DDoS attacks, honeypots and the SANReN network. Sec-



tion 5 presents the literature study of related work, Section 6 discusses the
results of the conducted experiment and Section 7 summarizes and concludes
the paper with a discussion on proposed future work.

2 Problem Statement

The goal of this paper aimed to evaluate the impact of DDoS attacks on
the performance of a targeted network, such as the SANReN network, and
aimed to test the effectiveness of an existing defensive technique that involves
redirecting harmful unsolicited network traffic floods to a honeypot, in order
to measure the extent at which this defensive technique could safeguard a
targeted network from a DDoS attack.

One of the most common mistakes made by most organizations that are
susceptible to experiencing network security attacks, such as DDoS attacks,
is that they tend to focus more on drawing the attention of customers to
utilize their services and striving towards providing the best services to de-
feat competitors, rather than taking cognizance of the major impact and
losses that will be experienced whenever such network security attacks are
launched on their respective networks. This lack of earnest focus on enforcing
pre-prepared defensive measures to safeguard their networks from such at-
tacks results in these companies and organizations only engaging in reactive
measures, in an attempt to restore the state of their networks whenever a
DDoS attack occurs, which leads to great losses in financial revenue and time
spent on trying to recover their networks. This reactive approach prolongs
the server network downtime by only trying to find a solution to eradicate
or mitigate the impact of the launched DDoS attack when it has already
been executed, in an attempt to restore the targeted network to its original
state. The more time that service is denied to users, the more revenue is lost
and the more competitors triumph. Therefore, more proactive approaches
and techniques need to be set in place and followed by these organizations
to mitigate the impact of DDoS attacks on their networks or to decrease
the amount of time that it takes an organization to recover their networks
whenever they may experience a DDoS attack.

Due to the continuous growth in the popularity and number of variants of
DDoS attacks, there is not one specific countermeasure technique that exists
to completely prevent DDoS attacks from occurring, however a number of
techniques and proactive measures exist that attempt to prevent or minimize
the impact of DDoS attacks when they occur on various types of computer
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networks.

One of the existing techniques of defending against DDoS attacks involves
the utilization of a honeypot to detect and redirect suspected harmful traffic
floods aimed at attacking a system. Honeypots are used to act as a trap
that simulates the services of a real computer system to lure attackers into
capturing their launched attacks and safeguarding a target network from the
intended effects of these attacks by rerouting the attack to the honeypot in-
stead of reaching the target network. [10] [11] An influx of harmful attack
traffic is aimed at slowing or crashing the availability of a network service but
if the harmful attack requests are caught or redirected from the main tar-
geted network, then this decreases the impact of a DDoS attack launched on
a network, which denies the attacker from inflicting the mass of the intended
damage towards the victim system. This research study therefore aimed to
investigate and measure:

o What is the extent at which the implementation of the defensive tech-
nique of using a honeypot to detect and redirect suspected attack traffic
flood requests from reaching the main targeted network, can safeguard
a network, such as the SANReN, from the impact of a DDoS attack?

Whenever a DDoS attack is launched towards a targeted network, various
performance metrics are affected on the network [12], therefore in order to
understand the severity of the impact that a DDoS attack has on a targeted
network and in order to test the effectiveness of a proposed defensive tech-
nique against this attack, an experiment can be conducted to measure the
effect that a launched DDoS attack and an implemented defensive technique
have on the performance metrics of a targeted network.

This research study therefore involved conducting an experiment to test the
effectiveness of the above-mentioned defensive technique of capturing and
redirecting harmful unsolicited network traffic floods to a honeypot, in an
attempt to mitigate the impact of a DDoS attack whenever it is launched
towards a targeted network. The experiment involved measuring and analyz-
ing the performance metrics of a network in a simulated testing environment
before and after a DDoS attack is executed in the tested network environ-
ment, in order to evaluate the impact and severity of the DDoS attack on
the network and to measure the extent at which the defensive technique can
be effective in safeguarding a network against such attacks.

This research study was focused on investigating and mitigating the impact
of DDoS attacks on a National Research and Education Network (NREN),
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specifically the SANReN network. This research study did not focus on the
entire SANReN network in all areas of South Africa in which the SANReN
network connections exist, therefore the research was limited to focus on
evaluating and mitigating the impact that a DDoS attack has on a Local
Area Network (LAN) that would form a part of a larger Metropolitan Area
Network (MAN), which further forms a part of a larger backbone Wide Area
Network (WAN), such as the SANReN network MAN connections that have
been set across the city of Tshwane (Pretoria) in the Gauteng province, where
the Council for Scientific and Industrial Research (CSIR) main site resides.

8]

3 Methodology

Whenever a DDoS attack is launched towards a targeted network, various
performance metrics of the network are affected, therefore in order to evaluate
the severity of the impact that a launched DDoS attack has on a network and
in order to test the effectiveness of a proposed defensive technique against
this attack, an experiment can be conducted to measure and analyze the
effect that a DDoS attack and an implemented defensive technique have on
the performance metrics of a targeted network.

In order to conduct such an experiment, a DDoS attack needs to be launched
towards a targeted network to evaluate the impact that it inflicts on the per-
formance metrics of the victim network.

The methodology followed in this research study involved the conduction of
an experiment to evaluate the impact that DDoS attacks have on a targeted
network and to test the strength and effectiveness of a defensive technique
against DDoS attacks that involves the use of a honeypot to detect, redirect
and store suspected attack traffic floods in the honeypot, in an attempt to
prevent these floods from reaching the main targeted network.

A previous study highlighted some important factors to consider for the
testing of a proposed DDoS attack defensive technique. One of these factors
states that the utilized defense mechanism should not add an additional over-
head or damage on the system that it is being tested on. [4] Therefore, due
to the high risk of launching network security attacks on a legitimate network
that could cause damage to the data and functionality of the system, and in
order to safeguard a tested legitimate network and system from falling victim
to such risks, a simulated network environment with the launch of simulated



DDoS attacks was used to conduct this experiment.

3.1 Experiment

The experiment was conducted and tested using a virtual honeypot installed
in a virtual machine environment using virtual box [13] to create and run
simulated network services and attacks between created virtual machines,
in order to safely conduct and test the experiment without causing harm
to the main production system or machine used to conduct the experiment.
Both an attack machine and a target machine were set up in the virtual box
environment. Table 1 below illustrates a list of parameters and software tools
used for the conduction of the experiment.

Parameter

Value

Experiment Environment

Oracle virtual box

Attack Machine

Kali linux virtual machine

Victim Machine

Windows 7 virtual machine

Attack Tool

Metasploit framework

DDoS Attack Type

TCP SYN Flood

Honeypot Defense Mechanism | KF Sensor
Tool
Performance Metric Measure- | TamoSoft Throughput Test

ment Tool

Measured Performance Metrics

Throughput, Response Time,

Packet Loss Percentage

Low Rate Attack Packet Size

50 000 bytes

Medium Rate Attack Packet Size

275 000 bytes

High Rate Attack Packet Size

500 000 bytes

Evaluation Time Per Simulation | 30 seconds
Test
Final Simulation Test Evaluation | 60 minutes

Time

Table 1: Experiment parameters and software tools
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3.1.1 Experimental Set Up

The kali linux attack machine was set up to launch attacks towards the
windows 7 victim machine and the kfSensor software tool [14] was installed
and implemented in the windows 7 victim machine to simulate a honeypot
and act as the honeypot defensive technique used to safeguard the targeted
machine against the negative effects of the DDoS attacks that are launched
from the kali linux attack machine. The kfSensor software tool acts as a
honeypot system that is designed to simulate vulnerable and heavily tar-
geted system services in order to attract, detect and respond to the activities
and behaviours of various network security attacks that are launched and
executed by attackers. The generation of an emulated service allows the kf-
Sensor honeypot system to reveal the original source of a launched attack
without inviting the risk of allowing the service to be compromised.

The TamoSoft Throughput Test software tool is a utility tool that is used
for testing the performances of a wired or wireless network. This software
tool was used to measure, analyze and record the change in the performance
metrics of the targeted victim machine during the conduction of the experi-
ment.

The benefit of the use of a virtual honeypot in a virtual environment is
that it has a low maintenance cost, such that even if the virtual honeypot or
network is compromised by an attacker at any point during the conduction
of the experiment, its state can be easily restored or replaced, which is ben-
eficial for educational, research and testing purposes, unlike the high costs
incurred with building a real DDoS attack defense testing environment. The
general deployment of real honeypots is more challenging than that of virtual
honeypots and another serious negative effect encompassed with the use of
real honeypots involves the risk of attackers managing to attack the entirety
of a targeted network if an attacker manages to compromise and take control
over the honeypot. [15]

Simulation is an important method used in network research, as simulations
can be used to conduct experiments and analyze problems related to com-
puter networks under different topologies, protocols, attacks, and amounts
of traffic packets sent [12], without the fear or concern of causing harm to a
legitimate production system.
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3.1.2 Performance metrics

The network performance metrics on which this experiment will be measured
and evaluated on include: throughput, response time and percentage of legit-
imate packets lost. The performance metric that most research studies have
concentrated on measuring is response time, which is the time taken for a
packet to travel from a client to the target server. Throughput consists of the
sending and receiving rate of data in a network, according to the amount of
bits transmitted per second. Throughput is divided into good-put (the num-
ber of legitimate traffic bits delivered to a certain destination per second)
and bad-put (the number of attack traffic bits delivered to a certain destina-
tion per second). The percentage of legitimate packets lost metric measures
the ratio or percentage of the amount of legitimate packets that get lost or
dropped in transmission during an attack. This metric has been defined as
a ratio of good-put and throughput [12] and it has also been described as
the most important metric for evaluating the impact of such network secu-
rity attacks, as it assists in reflecting the accuracy of the defensive technique
used. [16]

3.1.3 Generation of DDoS attacks

In a DDoS flood attack, the targeted system is flooded with traffic. This
may result in slowing down or crashing the services provided by the target
system, due to the large influx of attack packets sent to the target system.
This prevents legitimate users from gaining access to the services provided
by the targeted network.

The Metasploit framework [17], that is widely used for network security pen-
etration testing, was configured and used in the kali linux attack machine
[18] to simulate the launch of DDoS attacks towards the targeted machine.

The simulated DDoS attacks were launched on the targeted network at dif-
ferent volumes of attack strength, in order to test and measure the extent
at which the defensive technique can protect the network from the attack.
These attack strengths were classified into three classes based on the volume
of attack traffic packets that was sent for each simulation test: low, medium
and high attack traffic.

Three simulation tests were conducted for an attack launched at each spe-

cific attack strength rate (low, medium, high) on the targeted network with
and without the implemented honeypot defensive technique for an evalua-
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tion period of 30 seconds for each simulation test. A final simulation test was
conducted for a period of 60 minutes to test whether the honeypot defensive
technique would continue to fulfil its functionality of detecting, capturing and
recording the attack traffic activity logs of launched DDoS attacks targeted
towards a victim system, as well as to test whether the honeypot defensive
technique could withstand the effects of launched DDoS attacks over the av-
erage tested time period of 60 minutes, for which most DDoS attacks are
launched towards a targeted network for.

The results of all simulation tests conducted were evaluated to determine
the effect that the launched attacks have on the performance metrics of the
targeted network and to measure the effectiveness of the implemented de-
fensive technique by determining the point at which it could safeguard a
network from such an attack.

3.1.4 Defensive technique

Once the DDoS attacks were launched on the target network, network traffic
was monitored and suspected attack packets that deviated from the aver-
age data transmission patterns and behaviours of the legitimate packets was
automatically detected, redirected to and stored in the honeypot.

3.1.5 Steps of procedure to conduct experiment:

1. Set up network test environment.
2. Generate legitimate network traffic.

3. Monitor normal network traffic flow and record normal network per-
formance metrics without launched attack and without implemented
defense technique.

4. Generate DDoS attack traffic.

5. Monitor network traffic and record change in network performance met-
rics with launched attack at different strengths without implemented
defensive technique.

6. Monitor network traffic and record change in network performance met-
rics with launched attack at different strengths with implemented de-
fensive technique.

13



7. Monitor detected and captured attack traffic activity logs of launched
attacks with implementation of honeypot defense technique.

8. Analyze impact of launched attack on the measured performance met-
rics of the target network and analyze the effectiveness of the defensive
technique used:

o The comparison and evaluation of the change in network perfor-
mance metrics recorded during the conduction of all simulation
tests.

e Simulation tests:

(a) Before the DDoS attack is launched towards the targeted net-
work without the implementation of the defensive technique
used. (30 seconds)

(b) After the DDoS attack is launched towards the targeted net-
work at different volumes of attack strength (low, medium
and high attack traffic rate) without the implementation of
the defensive technique used. (30 seconds)

(c) After the DDoS attack is launched towards the targeted net-
work at different volumes of attack strength (low, medium
and high attack traffic rate) with the implementation of the
defensive technique used. (30 seconds)

(d) After the DDoS attack is launched towards the targeted net-
work with the implementation of the defensive technique used
for an average tested time period of 60 minutes.

3.1.6 Experiment Evaluation

The performance metrics chosen to evaluate the effect that the DDoS attacks
have on the performance of the target network was recorded and compared
before and after the DDoS attacks were launched. These metrics were mea-
sured in terms of the change in the performance of the network over the
specified evaluation time for each simulation test conducted.

The change in the targeted network’s performance metrics when the DDoS
attack was launched towards the target network without the implementa-
tion of any defensive countermeasure against an attack, was compared to the
change in the targeted network’s performance metrics when the DDoS at-
tack was launched on the network with the implemented honeypot defensive
technique.
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The best performing metrics out of the conducted simulation tests with and
without the defensive technique enforced, was evaluated in order to deter-
mine whether the defensive technique was effective or not. An improved
performance of the negative effects inflicted on the performance metrics of
the targeted network with the implementation of the honeypot defensive
technique suggested that the defensive technique used was effective.

In order to further test the effectiveness of the defensive technique, the tech-
nique was tested against the launched DDoS attacks at different strengths,
based on the volume of attack traffic sent.

The results obtained upon the conclusion of the final simulation test con-
ducted assisted in determining the point at which the defensive technique
can withstand such an attack and thus, the level at which it can protect a
victim system from these attacks.

4 Background

Due to the growing popularity, wide scope and use of the internet, even more
notably now with the increased use of internet and computer network services
to conduct, interact and engage in virtual events and activities, such as online
meetings, online education, online job interviews, and remote jobs to name a
few as a result of the COVID-19 pandemic, more computer networks are be-
coming vulnerable to network security threats that are constantly evolving,
as attackers are gaining more motivation to attack these utilized computer
networks and are becoming more determined to find new ways to circumvent
existing defensive techniques against these launched attacks.

Coined as one of the most practiced and common versions of network se-
curity attacks, a Denial of Service (DoS) attack is an attack that attempts to
make provided computer network services unavailable to its intended users.
A Distributed Denial of Service (DDoS) Attack orchestrates a synchronized
DoS attack that derives from multiple sources directed to a single target at
the same time, which increases the severity and impact of the launched at-
tack. Nathalie Weiler describes that even the average layman is well aware
of the penetrating effect that a DDoS attack can inflict on a system. [19]
The compromised machines that attackers utilize to launch these attacks are
referred to as “zombies” or “bots”, therefore a network of these compromised
machines that are used to launch DDoS attacks are referred to as a “botnet”.
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4.1 DDoS Attack Types and Classification

Two main classes of DDoS attacks exist: bandwidth (flood) and resource
(crash) depletion attacks. A bandwidth depletion attack overwhelms a target
network with a flood of unsolicited traffic that prevents legitimate traffic from
being delivered to the main target system, which slows down the service
provided to legitimate users. [11] A resource depletion attack is designed to
compromise the resources of a target system. This type of attack targets a
server or process on a system, in an attempt to exploit the vulnerabilities
in the system and deny it from processing legitimate requests to provide a
service by hanging, rebooting or crashing the system. [11] [20]

4.1.1 Bandwidth Depletion Attacks

Bandwidth depletion attacks can be further broken down into two types of
DDoS attacks: flood and amplification attacks.

Flood Attacks: A DDoS flood attack floods the targeted system with traf-
fic. This may result in slowing down or crashing the service provided by the
target system, due to the large influx of attack packets sent to the target
system. [20]

Examples of such flood attacks include the UDP, ICMP and TCP flood
attacks. A UDP flood attack is a simple attack launched by transmitting a
large volume of UDP packets to a targeted network. Filtering rules can easily
be used to deflect these transmitted UDP attack packets from reaching the
target network. TCP packets can also be used to transmit large volumes of
traffic to a targeted network. This type of attack is known as the TCP flood
attack. An ICMP flood attack occurs when a large volume of ICMP ECHO
packets are launched to a target network, where the targeted system’s com-
puter and network resources are compromised upon a reply to each ICMP
request sent. This type of attack can be defended against with the use of
a rate-limiting rule at points in the network where high bandwidth exists,
however this method might result in the loss of legitimate packet requests.
[21]

Amplification Attacks: A DDoS amplification attack makes use of a router’s
broadcast IP address feature to allow for the specification of the destination
address as the broadcast IP address, instead of a specific IP address. This
allows for packets to be sent to all IP addresses that are within the broadcast
address range. [20]
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The DDoS Smurf and Fraggle attack are examples of DDoS amplification at-
tacks. A smurf attack is executed through the transmission of ICMP ECHO
packet requests to a network system with broadcast addressing support, such
as a router, with the target network’s IP address set as the source address.
[21] The packets are similar to ping requests that are sent with the expec-
tation of a reply from the targeted network system. Unlike the DDoS smurf
attack, the DDoS fraggle attack makes use of UDP packets instead of ICMP
packets to launch the attack. [20]

4.1.2 Resource Depletion Attacks

Much like bandwidth depletion attacks, resource depletion attacks can be
further broken down into two classes of DDoS attacks: protocol exploit and
malformed packet attacks.

Protocol Ezxploit Attacks: Two types of protocol exploit attacks exist: TCP-
SYN, PUSH and ACK attacks. A TCP-SYN attack is a vicious attack that
compromises the resources of a target system and prevents the system from
responding to legitimate requests by distributing forged TCP SYN requests
to the targeted system. The three-way handshake TCP connection set up
between the attack and victim systems are exploited with this attack by
consuming the resource that handles the “hand-shaking” exchange of trans-
mitted messages between communicating systems in the TCP connection
session. [21]

A fake source IP address is used to send large amounts of TCP-SYN packets
to the attacked system, in order to force the attacked system to respond to a
non-requesting system. The memory and processor resources of the attacked
system start to run out due to the lack of returned ACK and SYN packet
responses when a large number of SYN requests are processed by the sys-
tem. [20] A half open connection is created as a result by leaving a packet
in the buffer to prevent legitimate requests from being catered for. After a
certain amount of time, packets that were left in the buffer are eventually
dropped without a reply, however the effect of the increased delay in time
of processing requests makes the task of responding to legitimate requests
more cumbersome. Differentiating between legitimate and attack traffic also
becomes a difficult process with the launch of this attack, as the attacked
systems expect to receive a large volume of legitimate TCP connection re-
quests. [21]

17



PUSH and ACK attacks occur when TCP packets are transmitted to a target
system by setting the PUSH and ACK bits to one. The targeted system is
instructed by the transmitted packets to unload all data in the TCP buffer
and send a message of acknowledgement once complete. This may lead to
the crashing of the target system, as it will not be able to process the large
influx of packets sent if the PUSH or ACK attack process is repeated with
multiple attack agents. [21] [20]

Malformed Packet Attacks: Malformed packet attacks crash a targeted sys-
tem through the transmission of incorrectly formed IP packets towards the
victim system, which are launched by instructed "zombie” attack machines.

[20]

Examples of malformed packet attacks include IP address and IP packet
options attacks. IP address attacks transmit packets with identical source
and destination IP addresses. This may lead to confusing the OS of the tar-
geted system, which may cause the targeted system to crash. An IP packet
options attack forces the targeted system to analyze traffic at an elongated
processing time by randomizing IP packet fields and setting the quality of
service bits to one. More damage can be inflicted on the processing ability
of the targeted system if the attack is executed with multiple attack agents
to increase the strength and severity of the attack. [20]

4.2 Temporary and Permament DDoS Attack Effect

Much as DDoS attacks can be classified into various types and classes, the
effect of DDoS attacks can also be broken down into two classes: temporary
and permanent DDoS attack effect.

A temporary DDoS attack effect acts like a temporary outage to cause the
denial of a provided network’s service/s for a short period of time, such as
the launch of DDoS flooding attacks to overwhelm a network with a large
number of unsolicited traffic requests, in an attempt to slow down the ser-
vices provided by the network to its intended users, where as a permanent
effect of a launched DDoS attack is aimed at causing long term outages by
permanently causing damage to the attacked system.

Examples of permanent effects of DDoS attacks include the corruption of

data, crashing of servers, as well as the damaging of system hardware in
supreme instances. Permanent effects of launched DDoS attacks can cause a
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negative impact towards the reputation of an organization that continuously
falls victim to these attacks, as users can begin to lose trust in the quality of
the organization’s provided services over time, which may lead users towards
making use of alternative networks that provide similar services with better
quality and security. [11]

This further supports the recommendation for the development and imple-
mentation of defensive techniques and routine countermeasures to be followed
for the safeguarding of computer networks and systems that are vulnerable
towards these attacks.

The launch of a DDoS attack with a temporary effect is favoured for ed-
ucational, research and testing purposes, as a permanent DDoS attack effect
is more prone to causing permanent damage to the main production sys-
tem or corrupt system data, which would add an additional overhead cost
to repair or replace damaged software and hardware that is used to conduct
repetitive testing and experimentation.

4.3 Motivation Behind Execution of DDoS Attacks

Due to the growing development and utilization of computer networks, at-
tackers gain more motivation to structure new ways to infiltrate and harm
these network systems, which leads to the continuous growing number of
launched network security attacks and variants of these attacks. The mo-
tivation behind these attacks is mainly not aimed at breaching the data of
targeted systems, but rather to negatively harm the reputation of an orga-
nization or to practice and engage in blackmail or espionage.

Other examples behind the motivation that drives attackers to engage in
launching these attacks involves groups of gamers attempting to increase
their reputation through the distribution of DDoS attacks to compromise
the services of opponents in order to win games; and organizations attempt-
ing to beat competitors by compromising the provided services offered by
their competitors, such that users can be drawn to make use of their own
favoured and provided services. This can be easily achieved by various indi-
viduals, businesses and organizations without the required skill or knowledge
to launch network security attacks, as DDoS attacks can be easily hired and
executed at a low cost.

DDoS attacks are also used to voice an online opinion regarding the support
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or opposition of a specific topic, which is aimed at having a stronger effect
than an in-person strike for example. A common reason for the launch of
DDoS attacks by various individuals, organizations and governments involves
taking revenge against an opposition, a former employee or an opposing po-
litical government or party.

Attackers also indirectly make use of DDoS attacks as a distraction for the
potential launch of another larger attack with the hope that it will not be
noticed, in order for the larger prepared attack to have an even bigger and
stronger negative effect on the targeted victim’s system, while other attackers
simply engage in launching network security attacks from the joy that they
receive out of it or to test their level of skill against other fellow attackers
in being able to succeed in launching these attacks to compromise targeted
systems. [22]

4.4 Impact of DDoS Attacks on E-commerce

The author of an article published by "TechInsurance’ describes that ap-
proximately 120 000 dollars is spent by an average medium sized business in
restoring services, managing operations and defending against every launched
DDoS attack. [23]

Many businesses and organizations struggle with the difficult task of safe-
guarding their networks or restoring negatively affected services from the
effects of launched DDoS attacks. Slow network performance is one of the
most common negative effects inflicted by these attacks, which prevents the
availability and accessibility of the services provided by the targeted network.
Restoring the negatively affected resources and services to the employees,
customers or clients of an organization as fast as possible is highlighted as
the greatest challenge to face against the launch of a network security attack.

Due to the difficult nature of defending against successful DDoS attacks,
the time taken to restore the effects of these successful attacks is prolonged,
which forces businesses and organizations to deal with the added cost of man-
aging their operations offline or with a back-up system for the duration of
time until the affected services are restored.

DDoS attacks greatly and negatively affect the provided services and busi-

ness of online retailers. The impact of successful DDoS attacks may lead
to an increase in the cost of customer service, sales and marketing. The
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success of these attacks may also poses a risk to and damage the trust and
relationship built between customers and clients, which may disrupt busi-
ness opportunities in future. Further costs can be incurred on the targeted
business or organization if the launched attacks negatively affect clients and
prompt them to file cyber liability lawsuits against the organization. Busi-
nesses and organizations are encouraged to obtain cyber liability insurance
that is included in most error and omission policies for online retail and tech-
nology businesses and organizations, in order to manage this risk. [23]

Successfully launched DDoS attacks can also results in a loss in time and
clients of the attacked organization with the additional overhead of stress
placed on the organization’s IT staff in an attempt to find a way to revert
the effects of the launched DDoS attack and make the negatively affected
services available again, therefore the correct defensive mechanisms against
these attacks need to be implemented to assist in safeguarding an organi-
zation’s network from the severe effects that these attacks can inflict with
enough momentum. [24]

Targeted resources and systems can be negatively affected for hours, days
or weeks, depending on the severity of the launched DDoS attack. The au-
thor of an article published by ’'kaspersky’ mentions that an average of 20
000 dollars can be lost by an organization in every hour of a successfully
launched attack. Most causes of successful DDoS attacks are formed as a
result of trojan viruses infecting vulnerable computer systems with weakly
enforced security measures or the opening of unknown spam emails and the
downloading of erroneous files by the employees of an organization. [24]

Additional and reliable anti-DDoS attack mechanisms, such as the disabling
of unrecognized network services, identifying regular and irregular network
traffic, and automatic scanning of network services to detect common and
various DDoS attacks should be regularly and continuously enforced by or-
ganizations, in order to protect their networks from such network security
attacks. Consumption patterns of high network traffic with no clear cause
often indicate the attempts of an attackers to test and gauge the strength of
a network’s implemented and enforced defense mechanisms. [24]

Nisreen Innab and Aziza Alamri mention that the implementation of re-
silience organizational planning is imperative in an attempt to prevent the
impact of DDoS attacks. They further highlight that as much as evaluating
the impact of DDoS attacks is a technical matter, the fact that it is also a
business matter should not be ignored. [2]
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4.5 DDoS Attack Defensive Techniques

A number of DDoS mitigation and defense techniques exist and have been
proposed by various research authors, but there is not one fixed and specific
technique that exists to prevent all types of DDoS attacks, due to the con-
tinuous growth and evolution of variants of these attacks. Jonah Burgess
describes that it is difficult to keep defensive mechanisms up to date and the
primary aim of most research in this field involves finding ways to maintain
and maximize the quality of service for legitimate users that make use of
the provided services of a network, especially when the network is under an
attack. [25].

Y. Chen et al. also express the importance and necessity of deriving so-
lutions for both current and future variants of DDoS attacks, instead of only
making use of and reacting with specific counter techniques against these
attacks. [26] No system is regarded completely safe with the implementation
of these countermeasures [27], however the early detection and discovery of
a DDoS attack can assist in reducing the damage inflicted by an attacker.
[26] [28]

Therefore continuous research will always be required for the development of
new defensive counter methods and the testing and enhancement of existing
methods, in order to ensure the safeguarding of networks against such at-
tacks. One of the existing defensive techniques that is used as a contingency
plan in defending against and reducing the effects caused by DDoS attacks,
involves the use of a honeypot. [27]

4.6 Honeypots

A honeypot is a defense technique used to protect a network from a net-
work security attack, most specifically DDoS attacks. It acts as a trap that
simulates the services of a real computer system [11] to lure attackers into
capturing their launched attacks and safeguard a target network from the in-
tended effects of the launched attacks by detecting, capturing and rerouting
the attack traffic to the honeypot instead of reaching the target network. A
honeypot tricks the attacker into believing that the honeypot is an important
part of the targeted network and the goal of the use of a honeypot is to try
and convince the attacker that they have successfully achieved their goal of
harming the targeted network. [19]

Once the malicious attacks have been captured in the honeypot, the recorded
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logs and information stored by the honeypot about the activities of attackers
and their launched attacks can be used by owners of victim systems, such
as a network administrator, to monitor and understand the behaviour of at-
tackers, their strategies and motives, as well as to understand the type of
attacks that are launched, such as which attacks are most commonly tar-
geted towards the network, in order to track the behaviours of attackers and
develop or enhance network security mechanisms to safeguard the network
from such attacks or new variants of these attacks in the future.

Honeypots can be classified into two categories, based on the level of in-
teraction that attackers are able to interact with the system: [29]

o Low-Interaction Honeypots: Simulate the actions and services of real
computer systems to lure attackers and detect attacks by simulating
operating system and port services in order to gain information about
launched attacks. An attacker only has a limited interaction with the
simulated targeted system. [29] Low interaction honeypots limit the
attacker to interact with a few simulated pre-configured services, there-
fore they have a low risk of being compromised by attackers, as they
cannot be used to attack other systems due to the fact that there is no
real physical computer system and not many services available for the
attacker to interact with and obtain control of.

o High-Interaction Honeypots: Make use of real computer systems to de-
tect and gain information about attacks and understand the behaviour,
tactics, motives and tools used by attackers. This is achieved by pro-
viding full access to an attacker to attack the targeted system in order
to gain the desired information about these launched attacks. High
interaction honeypots are high risk as they are prone to the possibility
of attackers gaining full control over them. [29]

High interaction honeypots are hard to detect and have a high maintenance
level due to the use of real computer systems and services, where as low inter-
action honeypots make use of fewer resources and emulate computer systems
and services, making them easier to maintain and replace, resulting in a lower
maintenance level and cost, as compared to high interaction honeypots. [11]

Honeypots can also be classified into two categories based on the type of

design that it is implemented with in a network environment. Both physical
and virtual honeypots exist.
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A physical honeypot is a honeypot that is designed using real computer sys-
tems on a real network, where as a virtual honeypot simulates real computer
systems by hosting a virtual machine that responds to network traffic that
is directed to the virtual honeypot. [30]

A virtual honeypot can simulate a network of hosts running various operat-
ing systems, therefore allowing a number of honeypots to be used on a single
physical server. These honeypots do not require use of additional resources
and computer systems, therefore they are easier to maintain and replace with
low maintenance and replacement costs, unlike physical honeypots. If an at-
tacker compromises a virtual honeypot, it can easily be replaced or restored
to its original state. [25]

4.7 The South African Research and Education Net-
work (SANReN)

This research study is focused on investigating the impact of DDoS attacks
on a National Research and Education Network (NREN), specifically the
South African Research and Education Network (SANReN), which is a spe-
cialized internet service provider (ISP) that is dedicated to supporting the
needs of the research and education communities within a country. [6] The
main goal of an NREN is to act on behalf of the higher education community
in providing advanced information technology and communication services
for the national and global connection of the networks and resources of aca-
demic institutions. [7]

The SANReN network is operated by the Tertiary Education and Research
Network of South Africa (TENET), whose main objective is to provide re-
search and education services for the benefit of enabling collaborative inter-
networking by universities in South Africa, as well as associated research and
support institutions. [31] [32]

The SANReN network is an NREN that consists of a large backbone Wide
Area Network (WAN), which connects Metropolitan Area Networks (MANs)
across the different provinces and cities in South Africa. A Metropolitan
Area Network (MAN) further connects Local Area Networks (LANS) across
specific parts and areas of a city within a country.

The SANReN network has a Metropolitan Area Network (MAN) connec-
tion across the city of Tshwane (Pretoria) in the Gauteng province. [33]

24



The SANReN network MAN connections in the city of Tshwane (Pretoria)
connects LANs between different institutions in different areas of Tshwane
(Pretoria), including the National Library of Pretoria, the National Research
Foundation, the Council for Scientific and Industrial Research (CSIR), and
the National Integrated Cyberinfrastructure System (NCIS), as well as vari-
ous campuses of tertiary educational institutions, of which include: the Uni-
versity of Pretoria, Belgium Campus and the Tshwane University of Tech-
nology. [34]

The University of Pretoria campuses on which the SANReN network MAN
connections exist include: Main campus, Groenkloof campus, Mamelodi cam-
pus, Medical campus, Onderstepoort campus and Hillcrest campus. [34]

A number of supported services are deployed and under development on
the SANReN network. Omne of the most commonly used and well-known
supported services is eduroam, which is a world-wide WiFi roaming service
developed for communities in education and research that provides students,
researchers and staff with the ability to access connectivity to the internet
across their respective campuses and institutions through the use of WikFi.

[35]

The eduroam supported network service that is deployed on the SANReN
network, is made available for students, researchers and staff present on the
above-mentioned University of Pretoria campuses to access internet connec-
tivity through the use of WiFi. [35]

Other services supported by the SANReN network include: the Computer
Security and Response Team (CSIRT), the Performance Enhancement Re-
sponse Team (PERT), as well as the South Africa Identity Federation (SAFIRE),
which is a national academic identity federation for the South African re-
search and education community. [35]

SAFIRE also provides a number of extended supported participant service
providers, such as eduroam, Varisty Vibe, FileSender, the African Research
Cloud, and the Data Intensive Research Initiative of South Africa. [36]

With the great effect that the on-going worldwide COVID-19 pandemic has
had on the health of people, as well as businesses and organizations, a large
population of research authors in many institutions across the world have
been directing the focus of their knowledge and resources towards under-
standing the virus in order to develop vaccines and suggest other methods
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to fight and combat against the virus. A fundamental form of this practice
involves the sharing of knowledge, data, and results and NRENSs serve in pro-
moting the cooperation and collaboration between the academic and research
communities of a country by sharing and easily accessing international accu-
mulated research and data through interconnected local and global networks
on the internet. This is a prime example of the important of the existence and
safeguarding of NRENSs, as it greatly supports researchers in the COVID-19
research platform. [37]

5 Related Work

S. Selvakumar and P. Arun Raj Kumar describe that DDoS attacks have
become the main threat to the stability of internet operations. This attack
can be easily implemented with the utilization of DDOS attack simulation
software and tools that can be easily downloaded from the internet by any
ordinary user. The above-mentioned authors further included an analysis on
the comparison of existing popular DDoS attack tools. [28§]

Michael Foley describes that the biggest challenge faced by the general pub-
lic is the lack of knowledge and awareness of how the internet works. [7]
This lack of knowledge of how the internet works can greatly disadvantage
organizations in not being aware of the threats that computer networks are
vulnerable to in order to take the necessary precautions to defend their net-
works against such threats, which therefore in turn assists attackers in easily
achieving their goal of harming targeted systems.

The study conducted by S. Selvakumar and P. Arun Raj Kumar mentions
that most ISP organizations do not inform customers whenever their services
are under attack, which is encouraged by a fear of losing their customer base.
The motivating factors that encourage the launch of a DDoS attack include:
loss in revenue, slow network performance and denial of service. [28] Just a
few minutes of service downtime can pose a huge loss in revenue for busi-
nesses and organizations. [38]

Nisreen Innab and Aziza Alamri conducted a study on cases related to the
impact of DDoS attacks on e-commerce and the control that was followed
for each case. The first case described a DDoS attack that was launched on
the Ubisoft gaming company that targeted many famous games and affected
the company. The proposed solution was to filter out illegitimate users from
an increase of legitimate users. The company implemented a defensive tech-

26



nique of redirecting users to another working server as an additional solution
to mitigate the impact of the attack. [2]

N. Innab et al. highlight the difficulty involved in attempting to react fast
enough to prevent the risk of loss once a DDoS attack is executed. They
further recommend that organizations should set plans in advance to defend
against these attacks. A one set specific method or technique to counter
against these attacks does not exist, however some actions exist that at-
tempt to make the mission of an attacker more challenging in achieving their
intended goals. [39]

Luo Wenliang and Han Wenzhi summarized the principle of DDoS attack
from the defensive perspective. A flowchart diagram of a defense system
process against a DDoS attack for targeted servers is described. The defense
system is based on the ability to respond in time as soon as an attack occurs
and makes use of two maintained databases: IP Address Database (IAP) -
address of the normal packets that get sent to the website frequently and At-
tack TP Address Database (AIAD) - address of the attack packet sent when
the attack is launched. They then analyzed DDoS attack prevention in soft-
ware defined networks (SDNs) and the source, intermediate network, victim
and distributed defense strategies of the attack are elaborated. From the
discussion of the 3 defense strategies (source policy, intermediate network,
and victim end strategy), it is also made clear that no single-point strategy
can completely prevent DDoS attacks. [40]

Akashdeep Bhardwaj et al. mention that most DDoS mitigation solutions
proposed in previous research studies only assist in preventing very few as-
pects of a full DDoS attack. Attackers are constantly focused on continuously
coming up with new variations and techniques in an attempt to bypass ex-
isting and newly developed countermeasures. Therefore, more research is
required when trying to design and develop an effective DDoS attack coun-
termeasure solution. [4]

R. Sanjeetha et al. describe that the detection and mitigation of DDoS
attacks is separated into three phases: the DDoS attack instigation, detec-
tion and mitigation phase. A variety of different DDoS mitigation techniques
is also discussed in the study [41], while Zargar Saman Taghavi et al. [42]
classified the advantages and disadvantages of various DDoS attack defense
techniques.

S. Selvakumar and P. Arun Raj Kumar conducted a survey study that lists
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the critical resources in a collaborative environment and the possible attacks
that each resource is vulnerable to, as well as the expected impacts as a result
of the executed attacks. [28]

The three primary components that jointly determine all the elements of
a launched DDoS attack, which influences the impact on the infrastructure
of a network and the effectiveness of a defensive technique include: the legit-
imate traffic, attack traffic and the topology. [21]

Akashdeep Bhardwaj et al. listed important parameters and factors to con-
sider for the development of an effective DDoS detection mitigation tech-
nique. The study further highlighted the importance of measuring the accu-
racy of a defense mechanism used, in terms of the sensitivity and reliability
of the desired outcomes. [4]

Taieb Znati and Xiaoyu Liang mention that the successful detection of a
DDoS attack requires the correct identification of attacks and decreasing the
number of false alarms. In the study, the authors adopted the evaluation of
widely used metrics to analyze the effectiveness of DDoS detection mecha-
nisms. These metrics include: Accuracy, Sensitivity, and Specificity. [43]

Monika Sachdev et al. reveal that the impact of a DDoS attack on the
performance metrics of a target system is closely related with measuring the
effectiveness of DDoS defensive techniques. [12] Y. You. revealed that most
measurements of existing defensive techniques compare the change in good
put under various conditions: without the attack, under the attack, and with
the defense mechanism. [44]

Hanfia Aabdullah conducted a risk analysis and risk management method-
ology to address WLAN intrusion attacks and expose the vulnerabilities of
WLANS to the confidentiality, integrity and availability of information pro-
cessed by these networks. The study suggested that a more adept approach
at exposing these vulnerabilities would be to make use of a honeypot. The
study also mentions that it would be possible to determine the different types
of attacks that can occur and observe the various behaviours of WLAN in-
truders, through the use of a honeypot. The study further mentions that
the utilization of a honeypot will does not affect the operations of a system,
therefore it poses no risk to a network. [45]

Asmaa Munshi et al. classified existing defensive techniques of DDoS at-
tacks into various detection classes. They discuss a system workflow detec-
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tion class that describes the implementation of using a honeypot database
to store harmful traffic floods [10], while Ronierison Maciel et al. introduced
a framework for modeling and clustering the activity patterns of an attacker
based on the data contained in a honeypot. [46]

Hrishikesh Arun Deshpande proposed the idea of using a network of virtual
honeypot machines that mimic specific servers to create a honeypot farm.
Launched malicious traffic is redirected to and stored in the honey farm in
order to protect the target network from attacks. The study further mentions
that the proposed idea can be integrated with existing security infrastructure
to enhance the security of a network to protect it from various DDoS attacks.
[11]

Niels Provos describes the difference between physical and virtual honeypots.
The author mentions the benefit of the utilization of a virtual honeypot, as
additional computer systems are not required. [30] Hazem Sallowm et al.
indicates that use of physical honeypots results in a waste of resources and
a high level of maintenance. [29] Furthermore, Hrishikesh Arun Deshpande
highlights that virtual honeypots can be easily replaced or restored with min-
imal cost, even if targeted and harmed by an attacker, due to their low level
of required maintenance. [11]

According to a previous study conducted by Roland van Rijswijk-Deij et
al. to investigate the impact of DDoS attacks on the behaviour of customers
of targeted service providers, the authors mention that a successful attack
can lead to a loss of customers in a market where the importance of service
availability is critical. They introduced a framework to capture the behaviour
of the customer domains of a Managed Domain Name Server (MDNS) service
provider and the framework was used to study two previously occurred DDoS
attack events. The study revealed that the impact of DDoS attacks brings
about a change in customer behaviour as users tend to lean towards utiliz-
ing multiple service providers when the currently utilized service provider is
under an attack. [9]

From the literature assessed above, it has been highlighted that DDoS at-
tacks have become one of the biggest threats to the safety and security of
online managed systems. These attacks greatly affect the development and
growth of various network applications owned by organizations, especially
in terms of the integrity of systems and data, customer base and revenue.
Most of the research studies reveal that there is no single straightforward
technique or countermeasure to completely prevent the threat or impact of a
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DDoS attack. These attacks are constantly evolving and adapting, therefore
it is impossible to find one fixed defensive technique that defends against all
types of DDoS attacks. Continuous research and study on erupting DDoS
attacks and defensive countermeasures needs to be done in order to find new
and effective ways of defending against the impact that these attacks can
inflict. Various techniques have to be continuously developed, evaluated and
tested to determine if certain countermeasures would pose as a good fit to
protect networks from such attacks, therefore this research study focuses on
testing the extent at which an existing defensive technique can be effective
in safeguarding a network from the impact of a DDoS attack.

6 Discussion

The change in each of the tested network performance metrics was measured
and analyzed over a period of 30 seconds for each simulation test during the
conduction of the experiment, as displayed in the graph visualizations of the
results below. The results of the change in each network performance metric
measured before and after the launch of the simulated DDoS attacks at each
attack strength level with and without the implementation of the honeypot
defense technique in the targeted network, is discussed below.

The normal change in the performance metrics of the targeted network before
experiencing the effects of the launched simulated DDoS attacks, reflected an
average throughput of 7 400 mbps, with an average network response time
of 0.6 ms and an average packet loss percentage of 33%, as illustrated in the
performance metric graph visualizations in figure 1 below.

THROUGHPUT PACKET LOSS RATIO RESPONSE TIME

Figure 1: Normal change in the performance metrics of the targeted network

30



6.1 Throughput

The throughput (or bandwidth) of a network system is described as the
amount of data that is successfully transmitted through a network from a
source point to a destination point in a given amount of time. Throughput
is usually measured in bits per second (bps). [47] The change in the normal
average throughput of the target network reflected a significant drop after
the launch of the simulated DDoS attack over the measured simulation test
time of 30 seconds for each attack strength level, as displayed in figure 2
below. The average network throughput reflected a decrease of 100 mbps
for the low strength rate attack and a decrease of 800 mbps for the medium
strength rate attack. The high rate attack inflicted the most impact on the
performance of the targeted network with a decrease of the average normal
throughput by 925 mbps.
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Figure 2: Change in network throughput with the launch of the simulated
DDoS attacks at each attack strength level

6.2 Response Time

The network response time (or latency) of a network system refers to the
amount of time that data sent through a network takes to reach its des-
tination point from its source point. Network response time (or latency) is
usually measured in miliseconds (ms). [47] The change in the normal average
response time of the target network reflected a significant increase after the
launch of the simulated DDoS attack over the measured simulation test time
of 30 seconds for each attack strength level, as displayed in figure 3 below.
The average network response time reflected an increase of 0.1 ms for the
low strength rate attack and an increase of 0.2 ms for both the medium and
high strength rate attack.
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LOW RATE ATTACK MEDIUM RATE ATTACK HIGH RATE ATTACK

Figure 3: Change in network response time with the launch of the simulated
DDoS attacks at each attack strength level

6.3 Packet Loss Percentage

The packet loss percentage is usually measured as a ratio percentage of the
amount of packets that fail to reach their intended destination by getting lost
or dropped during the transmission of data that is sent through a network.
[47] The change in the normal average packet loss percentage of the target
network reflected a significant decrease after the launch of the simulated
DDoS attack over the measured simulation test time of 30 seconds for each
attack strength level, as displayed in figure 4 below. The average network
packet loss percentage reflected a decrease of 14.8% for the low strength
rate attack, a decrease of 17.7% for the medium strength rate attack and a
decrease of 20.25% for the high strength rate attack.
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Figure 4: Change in network packet loss percentage with the launch of the

simulated DDoS attacks at each attack strength level

Congestion forms a common cause of the result of dropped packets in a
network. An increase in the packet loss percentage of a network could also
be as a result of devices that intentionally drop packets that are sent to a
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network to achieve specific purposes, such as routing or limiting the through-
put of traffic sent to the network. [48]

Throughput is inversely proportional to the response time (or latency) and
packet loss percentage performance metrics of a network, therefore the opti-
mization of throughput involves the minimization of network response time
and packet loss percentage, as an increase in the response time and packet
loss percentage of a network decreases the average throughput and speed of
the network, which results in the negative effect of the poor delivery of net-
work performance to the intended users of the network.

The most common cause of an increase in the response time of a network
involves multiple users attempting to make use of the services provided by
a network at the same time, which decreases the throughput of the network
and results in the negative effect of poor delivery of network performance
to the intended users. Therefore, the launch of a DDoS attack to flood a
targeted network with unsolicited traffic simulates the act of multiple users
attempting to utilize the provided services of a network at the same time,
which stresses the network, increases network latency and decreases the aver-
age throughput of the network, thus resulting in poor network performance.
49)

6.4 Change in network performance metrics with im-
plementation of honeypot

Once the honeypot service was activated to defend and safeguard the tar-
geted network against the launched attacks, the honeypot service managed
to suppress the damage inflicted by the launched attacks on the targeted
network by detecting, capturing and recording the attack traffic activity logs
of the launched attacks at each attack strength level. The average through-
put performance metric of the targeted network improved with an increase
of 45 mbps for the low strength attack, 61 mbps for the medium strength
attack and 66.5 mbps for the high strength attack after the tested period of
30 seconds for each simulation test conducted. The average network response
time improved with a decrease of 0.1 ms for the low strength attack, 0.3 ms
for the medium strength attack and 0.4 ms for the high strength attack.

These results indicate that the inclusion of the honeypot allowed the honey-

pot service to suppress the damage inflicted by the launched DDoS attack
on the target network and slightly improve the performance of the targeted
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network compared to the negatively affected performance of the targeted
network when the attack was launched without the implementation of the
honeypot defense technique.

HIGH RATE ATTACK

THROUGHPUT PACKET LOSS RATIO RESPONSE TIME

Figure 5: Change in network performance metrics with the launch of the

simulated DDoS attacks and the implementation of the honeypot service

6.5 Final simulation test results

An implemented defensive mechanism used to defend against network secu-
rity attacks should be able to remain active and functional in safeguarding
the defended network for the entire period that the attack is launched to-
wards the victim network for. The average time required for a DDoS attack
to inflict mass damage on a targeted Local Area Network (LAN) system
varies and is dependent on the type of DDoS attack developed.

The author of an article published on ’cisco’ [50] mentions that 33% of most
DDoS attacks last for a period of 60 minutes, while 60% of DDoS attacks
last for a period of less than 24 hours and 15% of DDoS attacks can last for a
period of up to one month. Therefore, a final simulation test was conducted
to test the point at which the kfSensor hoenypot service would be able to
maintain and fulfil its intended and expected functionality of safeguarding
a targeted network against a DDoS attack by detecting and capturing the
attack traffic activity logs of the simulated DDoS attack that is launched
over an average tested time period of 60 minutes, which has been described
as the time period that most DDoS attacks are executed towards a targeted
network for.
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The change in the performance metrics of the targeted machine was recorded
and analyzed throughout the length of the conducted simulation test. Before
the launch of the simulated DDoS attack, the normal average throughput of
the targeted machine reflected a value of 3 500 mbps, with a normal average
network response time of 0.7 ms and a normal average packet loss percent-
age of 35.25%. Figure 6 below illustrates graphs that represent the normal
change in the victim machine’s performance metrics before the conduction
of the final simulation test.

W

THROUGHPUT PACKET LOSS RATIO RESPONSE TIME

Figure 6: Normal change in the performance metrics of the targeted network

Within the first 30 minutes of the duration of the simulated test, the
change in the average throughput performance metric of the victim machine
decreased by 825 mbps. The average network response time decreased by
0.2 ms, where as the average packet loss percentage reflected a decrease of

1.9775%.
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Figure 7: Change in network performance metrics within 30 minutes of final

conducted simulation test

Upon conclusion of the 60 minute simulated test, the final change in the
throughput performance metric of the targeted machine reflected an average
value of 2 950 mbps, with the final change in the network response time re-
flecting an average of 0.5 ms and the final change in the packet loss percentage
reflecting an average of 18.045%.
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Figure 8: Change in network performance metrics upon conclusion of final

simulation test conducted

The measurements, comparisons and results of each measured perfor-
mance metric of the targeted network during the conduction of the experi-
ment clearly illustrates and shows the negative effect that a launched DDoS
attack has on the performance of a targeted machine once the attack is
launched towards it. The results further illustrate that the implemented
honeypot defense technique was able to withstand, mitigate and suppress
the negative effect imposed by the attacks on the targeted network.

The kfSensor honeypot software service did not result in becoming com-
promised or non-responsive in fulfilling its expected and intended task of
detecting, capturing and recording the activity logs of attacks launched to-
wards the targeted network. The kfSensor honeypot service continuously
captured and recorded attack traffic activity logs for the launched attacks
in real time throughout the launch of the simulated DDoS attack over the
final simulation tested time period of 60 minutes. Figure 9 below illustrates
a snapshot of the recorded attack traffic activity logs that were captured by
the kfSensor honeypot service upon the start and conclusion of the final 60
minute simulation test.
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Figure 9: Snapshot of recorded attack traffic activity logs captured by the

kfSensor honeypot service

Ralph Edward Sutton, Jr. mentions that one of the main goals of the
utilization of a honeypot is to provide early warnings of potential attacks,
identify flaws in constructed network security strategies, and improve the
overall security awareness of an organization. It is further highlighted that a
honeypot acts more as a detection and response tool, rather than a network
security prevention tool. [51] The success of an implemented honeypot in a
targeted system aims to falsely reassure attackers that they are not being
monitored when engaging in the execution of attacks targeted towards a vic-
tim system.

Therefore failure to obtain, track and analyze these generated attack traffic
event logs in the required amount of time, denies the owners of the attacked
systems, such as a network administrator, with the ability to track, assess and
better understand the activities, behaviours, trends and routines of attackers
that launch these different types of attacks. This could also deny owners of
attacked systems with the ability to discover what type of attacks or com-
bination of attacks are launched and learn where the weaknesses of their
systems exist that need to be redesigned in order to proactively set efficient
defensive countermeasures in place to better prepare for the safeguarding of
their network/s from such attacks in the future before more damage is in-
flicted towards the victim systems or to even take legal action against the
attackers that continuously target systems to launch these different types of
attacks towards. [19]

Although the tested honeypot service was able to safeguard the targeted
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network against the launched simulated DDoS attacks by detecting and cap-
turing attack traffic activity logs that owners of targeted systems can assess
for further analysis to assist in better preparation for the implementation of
defensive countermeasures to protect their victim systems from being vulner-
able to experiencing the negative effects inflicted by these launched attacks,
the effects inflicted by real and stronger DDoS attacks that are launched
from multiple compromised attack machines directed at causing damage to
a larger targeted Wide Area Network (WAN) system, such as the SANReN
network, for a longer period of time, might be too much for a single standard
honeypot service to fully safeguard and protect the targeted network against
such attacks.

The experiment was not conducted to simulate and test the strength and
effectiveness of a honeypot defense technique in defending against the effects
inflicted by a DDoS attack on a complete and larger Wide Area Network
(WAN), such as the SANReN network, but the experiment was rather con-
ducted to simulate, measure, test and analyze the effectiveness of the utli-
ization of a honeypot in defending against the effects that a launched DDoS
attack would have on a smaller Local Area Network (LAN) that forms a
part of a larger Metropolitan Area Network (MAN), such as the University
of Pretoria Main Campus LAN, which forms a part of the larger SANReN
MAN connections that are set across the city of Tshwane (Pretoria) in the
Gauteng province.

It is therefore recommended to implement and make use of a stronger form of
the proposed single standard honeypot defensive mechanism in a larger Wide
Area Network (WAN) topology to defend the network against attacks, such
as the proposed implementation of a honeynet by Hazem Sallowm et al. that
consists of a combination of honeypots [29] or the implementation of a hon-
eypot service that supports and allows a longer period of service availability
and a larger limit for the number of unsolicited traffic packets received that
can be detected and captured for the recording of attack traffic activity logs
for launched attacks, in order to properly defend targeted systems against
real and stronger variants or types of DDoS attacks.
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7 Conclusion

Based on the results obtained from the conduction of this experiment to
understand the ramifications of the effects inflicted by a DDoS attack on a
targeted Local Area Network (LAN), it can be concluded that a LAN that is
attacked and compromised by an attacker through a network security attack,
such as a DDoS attack, will negatively impact the combined functionality and
provision of services of the larger Wide Area Network (WAN) that it forms
a part of, as services will be unable to be extended or provided to users in
the particular region or area that the attacked and compromised LAN resides.

Therefore, users of the provided services in the compromised LAN region
will be forced to relocate to another area that forms a part of the larger
WAN, where services are running and not disrupted, such as moving to a
different city or province in South Africa that has connections to the SAN-
ReN network, in order to access the services provided by the SANReN net-
work. Users would also have to search for another area where services are
functioning correctly or ask other users that are in areas with uninterrupted
services to complete their respective tasks for them with the use of the avail-
able provided services in the specific area. This all adds an additional time
and travel overhead cost to search for or move to another uninterrupted LAN
region within the greater WAN, which denies users the freedom and comfort
of making use of the provided LAN services in the area in which they are in
or the area that they have relocated to for the specific reason of accessing
the services provided in the specific hotspot area.

Unsolicited activities executed on a network are more likely to be detected by
honeypots rather than other traditional intrusion detection systems, therefore
honeypots can be used and combined with other existing network security
attack defense mechanisms, such as firewalls, encryption or authentication
services [11] to both record the activity logs of every launched attack, as
well as properly safeguard targeted systems against launched attacks, thus
increasing the efficiency of the security of victim systems. [52]

By studying the activities and behaviours of attackers, owners of vulnerable
and targeted networks can track and go through an in-depth examination of
the trends and routines of attackers and their attacks both during and after
the launch of these attacks [30] to better create and implement more suitable
and secure defensive systems that can potentially allow targeted networks
to become less vulnerable to experiencing the negative effects inflicted by
future attacks, such as the loss of network services provided to users or loss
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of system data and business revenue. [51]

The results obtained through the conduction of this experiment can be used
by organizations to determine whether the honeypot defensive technique
would act as an effective and efficient solution to implement in their respective
network topologies for the safeguarding of their networks from such attacks.
The proposed honeypot defensive technique can also be compared against
other defensive mechanisms by organizations to determine which technique
would be a stronger best fit option to use in strengthening the safety and
security of their networks.

Proposed future work can be focused on the implementation and testing
of the strength and effectiveness of an enhanced version of the proposed sin-
gle standard honeypot defensive technique as stated earlier, in safeguarding
a network in a larger Wide Area Network (WAN) topology against the im-
pact of real and more severe DDoS attacks that are launched from multiple
compromised attack machines over longer periods of time.
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